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1.5 msusmsaanisinganuuwIulanauazuwarjia (Policy
Administration)

swazdeaneguesniieay TDID CA whwmihnlumsquanazdSulyuenasuviuleiesuas

umﬂﬁﬂ’ﬁﬁ

Name: Thai Digital ID CA

ACN: 3030196149

Trading as: TDID CA

OID: 1.3.6.1.4.1.281132.2.1

Postal Address: 4th Floor, Room 2, Kasikorn Bank Building, 142
Silom Road, Bangrak, Bangkok, Thailand 10500

Phone: +66-2237-6363

Fax: +66-2237-6364

Domain Name: www.thaidigitalid.com

Email Address: support@thaidigitalid.com

Contact: Thai Digital 1D Co., Ltd.
4th Floor, Room 2, Kasikorn Bank Building, 142
Silom Road, Bangrak, Bangkok, Thailand 10500
Tel +66-2237-6363
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(Public Key)
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Taisanes
(Directory)
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2 anduRavevlumsmannsveyauaziiuSnndeya (Publication and
Repository Responsibilities)
2.1  mawawnwstayaiganunisliusnisuasnisaanlususasdiannsaiindzas

TDID CA
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ulevelususesdannsetndt IdsumsAnuimedannsetindlugiuuuves PDF - vudylad
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www.thaidigitalid.com

2.2  mnuadnanaluniswwaunsiaya (Frequency of Publication)
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ogiaue  Taovzilszmamaiuladvesdlfusms  (http://www.thaidigitalid.com) ielsdmTuns
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2.3 msaauaunsianie (Access Controls)

CP uag CPS ansaanii Inaarumaiv'led www.thaidigitalid.com'l&
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3 msyszyuazmsaudiuiiynna (Identification and Authentication)

3.1 msmuuasduuvrasda (Naming)
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3.2 msssyuasgiuduvzangausiyanaidainisraldusnisasausa (nitial
Identity Validation)
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3.3  misszyuasBuduvzanigausiyanailadinisraaannyualys
(ddentification and Authentication for Re-key Requests)
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awziou (TDID RA)

3.4  msssyuasgiuduvzangausiyanaidainisrainnoaulususas
(ddentification and Authentication for Revocation Requests)
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4 Femmuaneanumsauiiunsnaenaiguesluiusesdidnnseding (Certificate
Life-Cycle Operation Requirements)

4.1 nstuealususasdiannsaiing (Certificate Application)
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(Certification Practice Statement)

4.2 mesAarsanAvalususasdiannsaiing (Certificate Application
Processing)
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4.3 mseanlususasdiannsaiing (Certificate Issuance)
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Auuneus I Faszneudas  nsBuduteyauaasiiauveadlfuins  maigmlienmsndnglums
aiins wazmsandeunNNAsUGIMVBUENIMITANAT

lufusesmeldszuy TDID CA feenlifuelususeaiu fled 3 Uszinn fie lususesdsziam

Personal Certificate, Enterprise Certificate waz SSL Certificate Iﬂaﬁmqﬁm@i 1-213)

4.4  mssausulususasdiannsaiing (Certificate Acceptance)
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2.
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n13 X.500 Directory vesfltusmseonluiusesdidnnseiing

4.5  mslanguag uazlususasdiannsaiing (KeyPair and Certificate
Usage)

1. lususesd  TDID CA  eenldungléusmsiulaimssinanmslgaiie
aiuayums Iaeiedeasiia (Digital Signature) wagmshswadudeya (Data
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4.6 mssaaglususasdiannsaiing (Certificate Renewal)
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4.7  mssusasnauaalus (Certificate Re-key)
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(Certification Practice Statement)
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4.8 msdsuuselususasdiannsaiing (Certificate Modification)
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4.9 maanasusaswnldlususasdiannsaiing (Certificate Revocation
and Suspension)
dmsuusmsmsinoeutazyinlelususeaiy TDID CA dedutiumsiiie 18sumusinaoun3 awn
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4.9.1 wamsaindaaiinaauluiusasdiannsaiing (Circumstances for
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4972 é’ﬁmminmaLﬁnn'au'Lu%'mm'SLgnmaﬁnﬁlﬁ (Who Can Request
Revocation)
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4.9.3 aupaumsivnaaulususasdiannsaiing (Procedure for Revocation
Request)

swazdeangluenats  wulfiialususesdidnnseiing  (Certification
Practice Statement)
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4.9.4 szaziaaldlumsiinnay (Revocation Request Grace Period)
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4.9.5 wanmsanaassziunisidanuluiusasaiannsaiing (Circumstances
for Suspension)
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4.9.6 é’ﬁmmsnmmz&'ﬁlu%’umﬁLgnmaﬁné"l,é’ (Who Can Request
Suspension)
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4.9.7 dunaunisszivlususasdiannsaiing (Procedure for Suspension
Request)

swazdeangluenats  wwlfiialususesdidnnseiing  (Certification
Practice Statement)

4.9.8 gauanuasszaziaatlunissziunisldaulususasdiannsaing
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4.9.9 anudlumsilsznmsranisiinaauwluiusas (CRL Issuance
Frequency)
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4.9.10 4a1jiiRdmsunisasragausianisinnaaulususas (CRL Checking
Requirements)
gnstinmetes szdowiimiasivaeusiemaiinoonluiusesnounaziinig e

ad o o 7
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4.9.11 nrsmsragaudaiuzaadlususasuaznmsiinaaulususaswuuaaulat
(On-line Revocation/Status Checking Availability)
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4.10 usSnmismsramavaaruzaaslususasdianvsaing (Certificate Status
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4.11 maianldusnislususasdiannsaiing (End of Subscription)
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4.12 maidusneuazmegaungyua (Key Escrow and Recovery)
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5 msmuauanuivasasasisveuniesileglnsa msusmsdams uazmsauiiuam
(Facility, Management, and Operational Controls)

5.1 nsmiuauanaluatlaaananieniznin (Physical Security
Controls)

5.1.1 sauiinewaznisnasdeaauil (Site Location and Construction)
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5.1.2 msuhteanemeanaw (Physical Access)
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5.1.3 nmsauananusnumslaannasiunmanin (Physical Security
Controls)
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- szuulWiuazszuudiuainia (Power and Air
Conditioning)
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- mstlastusaaniia (Water Exposures)
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- nsilasnuamana (Fire Prevention and Protection)

szvvilosnuonaseldumsldarsiszon  FM-200 lumseumas  Tash 1y
J Y a = @ o Y aa a g A a 4 = o
neldinannudenenugnssidszian ldihdiannsetindvionouiuaes  Faaziihau

saufugilnsaingaduniu’lil (Smoke Detector) #ae

- maushwAenldifudeya (Media Storage)
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5.2  nisarupunszuaunissN o lunisauidunis (Procedural Controls)

5.2.1 unumuthantiangla (Trusted Roles)

nnmshiims l¥szuuauqumsnnwazmsuimsianmanaue ilvyanaiios
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aume awsadeszun Idnmue  Sedoanisunummihiive 1mdlu liawu Toue

anuilaoany Tagseazideavzey luends uuidlususesdidnnseding
(Certification Practice Statement)

5.2.2 {uauynanaisasmssanuy (Number of Persons Required Per
Task)

swazBeavzegluenars  wunlfinlufusesdidannseiing  (Certification
Practice Statement)

5.2.3 nmsszyuazigataanudininueiasaasanninnd jlinau
(Identification and Authentication for each Role)
yanansiazulfiRauzdesiunssadenmunszuumsedaiiumans
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5.2.4 mssluarasiayadrAguazanusaiiiasanisliiEnng
(Compromise and Disaster Recovery)
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Tunsainedynmsomgmsaisutimg liszunaudesngarzin - Jl¥usmsla
sarimwudises (Business Continuity Plan) nazuwugnidu (Disaster Recovery

Plan) iiesamsfumamsaiaenan
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5.2.5 maianiansaasglivinisaanlufusasdiannsaidnduaziaminnsy
anzitiauw (CA or RA Termination)
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6 msmuananuiuaslasassdunaiin (Technical Security Controls)

3
o

6.1 measnuazAnsangyua (Key Pair Generation and Installation)

6.1.1 nsasnnuuad (Key Pair Generation)

v
a o

nauagues TDID CA szgnainazaanilasszuy TDID CA dau nyuag
a a 3’, § ag a
Yo 15U MIvzgnadazgnaansludediannseding SmartCard, USB Token v3o

Hardware Security Module (HSM) Fufiusnulasdlsisnsies
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6.1.2 nsdsnaunuadiusa (Private Key Delivery to Entity)
nuuadudves1FuTmIsvgnaaazianiuoglu Fodidnnseiind
SmartCard, USB Token w3e Hardware Security Module (HSM) Fuih

ginsalilanuiasasiogs lumuisadaaen nauadiudiazdoyaoulasen i 14

6.1.3 msssnaunmuasIsIsuzadE nusnisaanlususaslldigldudnisuas
finendas (CA Public Key Delivery to Users and Relying
Parties)

nummssazues TDID CA fianwsiludedlsisnsuazdinndos Tas
pmaznszaelindounulususewwesdliins wie amiluaalaodldusnmsann nu

Yot TDID fviua

6.1.4 aumrainua (Key Sizes)

anuvenvosngua TDID CA azgnimualudeyalususes Tagaziivuna

i Y
4096 Tin druvuanauvesy 14 luFuses Jvueegn 1024 davuly

6.1.5 nsassudsnuuasnaisme (Public Key Parameters
Generation)
Fulsildlunsadunauemsisazezgnadnlas TDID CA  Tasfamu
wasgiu X.509 Version 3

6.1.6 nsmsramauamnwaasaauils (Parameter Quality Checking)

AUMNYDIAILTYRINYUITTITULI YA TR TAesn TudaainTa)sunsy
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Uszgndldanuvesszuy TDID CA

6.1.7 nsafuenauanainalnsaivsaganauas (Hardware/Software Key
Generation)
miadunauagues CA azgniamslasginsaiiGendt Hardware Seucity

Module éqﬁaﬂﬂé’mmmgmmﬂa FIPS 140-2 Level 3

6.1.8 amiszasprasnislinyua (Key Usage Purposes)

yatlszasdvesmslFnaue ldgnesuieliluade 1.4 milHlususes
(Certificate Usage)
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6.2 nisunilasnguagausa (Private Key Protection) uasnisaanisaauas
Fudrudmsunisiansiaay (Cryptographic Module Engineering
Controls)

6.2.1 smasgruaasiuganldlunisdnsviaau (Standards for
Cryptographic Module)
Tugadldlumadhsavesszuy TDID CA Ifimsifiaawmasgiu
Federal Information Processing Standard (FIPS) 140-2 Level 3 Fuily

¥ 2 o : o
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6.2.2 msmaruannuagausaasd ilsns (Private Key (n out of m)
Multi-Person Control)

nadINAIveR 14U M3 Ialmsaugums it uraeyana

6.2.3 msihnnuuagdausa (Private Key Escrow)

lusimsSurhnnauadiuea

6.2.4 nsdrsasnauagqusa (Private Key Backup)

umsdsenuadIuanmizves TDID CA

6.2.5 msiuiinanasnawagquna (Private Key Archival)

lutimsiufinansnyuaaiuda

6.2.6 noyuadausmnelulupanisidnsia (Private Key Entry into
Cryptographic Module)
nuadaudaves TDID CA Idgnatuiunmululugaiifigtuuuvesnisihsia
HaznoAIHd c‘?lia”lﬂ%unﬁ%mmﬁmumsgm Federal Information Processing
Standard (FIPS) 140-2 Level 3 uazazinnnensianaeiielimsasvaenudnimiu
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6.2.7 38nsunuagausnldenu (Method of Activating Private Key)

auadiudives TDID CA  azgmimnldauldideiimsastagoudnsmiu
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v
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6.2.8 F8annsldanunuagdiusia (Method of Deactivating Private
Key)

1 @ a Y I3 1 A A 9 Y a A Yd Y
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6.2.9 nsdansaruAnTudiudusumsiansiaau (Cryptographic Module
Engineering Controls)
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6.2.10 nsvihananuagiuna

lunsaindlFusmsdeamshamonauaaiuda 1915 TUsunsmlszgad lumsiiou

1w

amunauvaiual (overwriting the key)

6.3 s=azdzadungInUNITIANIsLasUTsagyuas (Other Aspects of
Key Pair Management)

6.3.1 nmsiusnengyuasisisue (Public Key Archival)

nawvanssazezgauiuin 1Alulususes Taslufuses dgnianiylilu
gudeyaves TDIDCA

6.3.2 szazaldnurainyuagiusiuaznuuaaisisas (Usage Periods for
the Public and Private Keys)

szoznalfauvesnyuadIudazyueas1saus ves TDID CA fie 107
6.4 adayanldlunisAnsslususaseasdlauznis (Activation Data)

6.4.1 nsaswtayauwazmsirdayalifldlunisinasluiusas (Activation
Data Generation and Installation)
¥ =

] a & o Y a v o g ,
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6.4.2 msilasiudayanldlunisinaslususas (Activation Data
Protection)
msdestutoranildlumsansaluiuses  dwsudldusmsvesszuy TDID
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wlaunelufusesdidannsaiingd 26

(Copyright © 2011 Thai Digital ID Co., Ltd.)




A

2 wie Level 3 wu oniinmsldsiady wie gunsal authentication dulawite141uns

aanalususos

6.5 nisaruanANNUsaadzasssuuAaniaaas (Computer Security
Controls)

6.5.1 darnuamanaiialunisinunanuiuasuazilaaniarasnannainaina
ansuztanz (Specific Computer Security Technical
Requirements)

Y a Y v ¥ o dy v Y o a
glrusms Iaimssasaumunanulasassuesszuy  1ldsawdemmuananaiin
Tumsamanuiunaaziasasvueneniinned dmfumsdinauliuimsen

lusvusesnuinasgiuanuilasass 1ISO27001

6.5.2 nmsuieszaunisinmanuluasuazilaaniaaasnannanas (Computer
Security Rating)
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Aldsms laimsvaaumunulasassvesszun Aldudsszaulumsinm
anuiunazasasovesneuiuges  dnfumsdjianulduimseenlususesau
masgiuanuilasany 1ISO27001

6.6 nsAIuANaTTIRNAlATasssuLliuEnis (Life Cycle Security
Controls)

6.6.1 nismruanluniswmuiszun (System Development Controls)

gorfnsvesszuy CA  ldgmiannneldamsaiuguitinaunwediavuig e
Taoiuladedmuaves  Information Technology Security Evaluation

Criteria Level E3 (ITSEC E3) wuagszuularmumsiusesnasgiu Common
Criteria EAL 4+

6.6.2 msaruannisaanslumesnmanusuniazilaanda (Security
Management Controls)
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6.6.3 nmsuileszauanuilaaniaaasisasmanaiauasszuulvuanig (Life
Cycle Security Ratings)
Y a Yt o Y a = o o &
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6.7 nismiuauanntaaananaasatie (Network Security Controls)
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(Intrusion Detection System: IDS) uazszuuilesriuada (Anti-Virus)

6.8 ganiuuadInsunsisevitnaalunisiiuyings g (Time-Stamping)
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7 msmmuazduuuvesluSusesdidnnseiing uaysiemsiineeuluFusesdrdnnseting
(Certificate, CRL, and OCSP Profiles)

7.1  siuvvradususasdidnnsaiing (Certificate Profile)

7.1.1 siwuuraduiusasdiannsaiing (Certificate Profile)

luSusesiioenlae TDID CA lamnasgiu X.509 Version 3 Certificate &

Fa
Nemsaaae 113

Version 3 : qun 3
Serial Number : nnaavveslususes

Signature Algorithm : 33msal¥lumsaswareiie¥eaiiaves TDID
CA

Issuer : FovearlHusms

Validity : awmamﬁﬁ"mm:ﬁyuqamﬂ%”lm?mm

Subject : muiinsilszidnlsznrunionvilszddidonivesesins
Subject Public Key Information : nauaaisismzuesg 15usmsiaz

FmsnlFlumseasia

7.1.2 dayainianaasluiusas (Certificate Extension)

Toyarfimdnveslususesiioonlas TDID CA Idwasgu X.509 V.3

certificate extensions #41518n3ee191loeaane 1)1l

Authority Key Identifier : szydnguaasisuzvesTDID CA

Key Usage : fagilszasdlumainauli1 o

Extended Key Usage : $agiszasdifimaulumsthnae 14w
CRL Distribution Points : izuﬁa‘ﬁa;}mmﬁmﬂmﬁﬂﬂau“lﬁmaw e
I¥asavaeuaniuzuelususeea

Basic Constraints : szyaalszianveslususesdiannseiindniluvesd
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(Certificate Chain) fignihmssusesdeduiiunens

Certificate Policies : sz1isdoyaiiolddrede g Tovelususes Tas
sz1yluzilves Object Identifier (OID)

7.1.3 siuuuaasia (Name Forms)

sinunvesieludiuves Certificate Issuer uag Certificate Subject fisz1)

luluFusesiieanlas TDID CA fie Fommizamuiasgiu X.500

wlaunelufusesdidannsaiingd

29

(Copyright © 2011 Thai Digital ID Co., Ltd.)




7.2 sduvusensinnaaulususas (CRL Profile)

7.2.1 suuu (Profile)
swmuinoeuludusesiieenlas TDID CA lwnasgim X.509 CRL

Version 2 #aiisiemsaaan il

Signature Algorithm : 33msilFlumsadumeiiezonsialusioms
mnooulususesves TDID CA

Issuer : %ﬁum;j’“lﬁ’u?msﬁaaﬂswﬂmszﬁﬂaau“l‘u%'mm

Effective date : Sunaifieensiomsifinaenluiuses

Next update : a”unawﬁ%ﬁwnﬁﬂ%uﬂgﬁwﬂmﬁna@u"lu%’mam%@ﬁ”{vﬂﬂ
CRL Number : nunaavuyessiemsinaoulususes

Revocation List : s1iwmsveslusvsesngniinaou
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8 msasrgeumsiiamungletianuma q uagmstszifiuanudasou q
(Compliance Audit and Other Assessment)

glrusmsesnlususes Ideauasgu 1ISO 27001 dwmsuduiumsniedumsiszivanuaes
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9 Fommuaau quaziszaungriang (Other Business and Legal
Matters)

9.1 msgssasidan (Fees)
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9.2 mseinmannavrastayanigsna (Confidentiality of Business
Information)
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9.3 ulawramssnmanuiudiusvizatayasiuyana (Privacy of
Personal Information)
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9.4 wiwaduneilgyan (Intellectual Property Rights)
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9.5 msusas (Representations and Warranties)
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9.6 msuamanA15usas (Disclaimers of Warranties)
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9.7 msandzgyg (Term and Termination)

o E% o

msandyanlmilullawanulszassvesgdyansznigliuimseonlususes uay lusns
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9.8 gasmarwsuda (Limitations of Liability)
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9.9 mAuluunaunu (Indemnities)
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